§102:200.2 O3l/0SI SV

This is a free page sample. Access the full version online.

AS ISO/IEC 27002:2015

ISO/IEC 27002:2013

ISO/IEC 27002:2013/Cor 1:2014
Al | ISO/IEC 27002:2013/Cor 2:2015

(Incorporating Amendment No. 1)

N Australian
V) STANDARD

Information technology—Security
techniques—Code of practice for
information security controls

STANDARD



This is a free page sample. Access the full version online.

This Australian Standard® was prepared by Committee IT-012, Information Technology
Security Techniques. It was approved on behalf of the Council of Standards Australia on
26 March 2015.

This Standard was published on 29 April 2015.

The following are represented on Committee IT-012:

Australian Association of Permanent Building Societies
Australian Bankers Association

Australian Industry Group

Australian Information Industry Association

Australian Payments Clearing Association

Department of Communications (Australian Government)
Department of Defence (Australian Government)
Department of Finance (Australian Government)
Engineers Australia

New Zealand Computer Society

Office of the Chief Information Officer, SA

Office of the Commissioner for Privacy and Data Protection

The following are represented on Committee IT-012:

Australia and New Zealand Banking Group
Attorney General's Department

Microsoft

Pacific Research

Transport for NSW

Veridity

This Standard was issued in draft form for comment as DR AS/NZS ISO/IEC 27002:2014.

Standards Australia wishes to acknowledge the participation of the expert individuals that
contributed to the development of this Standard through their representation on the
Committee and through the public comment period.

Keeping Standards up-to-date

Australian Standards® are living documents that reflect progress in science, technology and
systems. To maintain their currency, all Standards are periodically reviewed, and new editions
are published. Between editions, amendments may be issued.

Standards may also be withdrawn. It is important that readers assure themselves they are
using a current Standard, which should include any amendments that may have been
published since the Standard was published.

Detailed information about Australian Standards, drafts, amendments and new projects can
be found by visiting www.standards.org.au

Standards Australia welcomes suggestions for improvements, and encourages readers to
notify us immediately of any apparent inaccuracies or ambiguities. Contact us via email at
mail@standards.org.au, or write to Standards Australia, GPO Box 476, Sydney, NSW 2001.



This is a free page sample. Access the full version online.

AS ISO/IEC 27002:2015

(Incorporating Amendment No. 1)

Australian Standard®

Information technology—Security
techniques—Code of practice for
information security controls

Originated as part of AS/NZS 4444:1996.

Previous edition AS/NZS ISO/IEC 27002:2006.
Revised and designated as AS ISO/IEC 27002:2015.
Reissued incorporating Amendment No. 1 (May 2016).

COPYRIGHT
© Standards Australia Limited

All rights are reserved. No part of this work may be reproduced or copied in any form or by
any means, electronic or mechanical, including photocopying, without the written
permission of the publisher, unless otherwise permitted under the Copyright Act 1968.

ISBN 978 1 76035 030 7



Al

This is a free page sample. Access the full version online.

AS ISO/IEC 27002:2015 i

PREFACE
This Standard was prepared by the Joint Standards Australia/Standards New Zealand Committee
IT-012, Information Technology Security Techniques, to supersede, AS/NZS ISO/IEC 27002:2006.

This Standard incorporates Amendment No. 1 (May 2016). The changes required by the Amendment
are indicated in the text by a marginal bar and amendment number against the clause, note, table,
figure or part thereof affected.

The objective of this Standard is to provide guidelines for organizational information security
standards and information security management practices including the selection, implementation and
management of controls taking into consideration the organization's information security risk
environment(s).

This Standard is designed to be used by organizations that intend to—

(a) select controls within the process of implementing an Information Security Management System
based on ISO/IEC 27001;

(b) implement commonly accepted information security controls; and
(c) develop their own information security management guidelines.

This Standard is identical with, and has been reproduced from ISO/IEC 27002:2013, Information
technology—Security techniques—Code of practice for information security controls, and its
Corrigendum 1 (2014) and Corrigendum 2 (2015) which are added following the source text.

As this Standard is reproduced from an International Standard, the following applies:
(1)  In the source text ‘this International Standard’ should read ‘this Australian Standard’.
(i1)) A full point substitutes for a comma when referring to a decimal marker.

None of the normative references in the source document have been adopted as Australian or
Australian/New Zealand Standards.
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